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.IC:\OpenSSL\bin

IHE) SmE) EEF O WEREe LRI #FEBh
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ik @P ) C: \OpenSSLibin I

)PEM
TS ¥ O |[E] capl
[F]FixSSL_9xNT4. bat
[ openzzl. cfg

R R
[3) OpenssL T] UPENSSLAR S 3R tt
) e

3 Tooem

& FLESE

HHER ¥

2. Hi\ genrsa -out private-rsa.key 1024, 1% enter EI 1],
= C:\0penSSLibin\openssl. exe

DpenSSL genrsa —out private-rsa.key 1024
Loading “SCFeen” 1nto random state — done
Generating RSA private key,. 1824 bit long modulus

3. K req -new -x509 -key private-rsa.key -days 750 -out public-rsa.cer, % enter, #XJ5
P B AN R ORI TS .
e+ Cz\OpenSSL\bin\openssl. exe !EE

penSSL» genrsa —out private—rsa.key 1024
2en’ into random state — done
enerating RSA private key, 1024 hit long modulus

OpenSSL> req —new —-x509 -key private-rsa.key —-days 758 -out public-rsa.cer
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:\0Open55L\bintopenz=l. exe

OpenSSL> genrsa —out private-rsa.key 1824

Loading *'screen’ into

random state — done

Generating RSA private key. 1824 bit long modulus

e is 65537 (Bx18061>

OpenSSL> req —new —x587 -key

Loading ‘screen’ into
You are about to
into your certificate
What you are about to
There are guite a few
For some fields there

If you enter ’.",. the

be aszked to

private—rza.key —days Y58 —out public-—rsa.cer
state — done

enter information that will be incorporated
request.

enter is what is called a Distinguiszhed Mame or a DH.
fields but you can leave some hlank

will be a default value.

field will be left hlank.

random

Sountry Hame (2 letter code> [AUI:CH

itate or Province Mame <full name? [Some-Statel:GD

socality Hame feq,. city) [1:=:GZ

Jrganization Name {eg. company? [Internet Widgits Pty Ltd1:KQ
Jrganizational Unit Name <eg. section?> [1:T§&

sommon Mame (eg,. YOUR
imail Address

aon 0T
- -

name> [1:TUAN

[1:12345620QQ.C0OM

4. %\ pkesl2 -export -name test-alias -in public-rsa.cer -inkey private-rsa.key -out

99bill-rsa.pfx, % enter,

G HEIRER AN, AN AL sk, w5

DAL IZ# RS, FEARS PR E 2.

penS5Libinlopens=l. exe

Uerifying — Enter Export Password:
OpenS5L> genrsa —out private—rsa.key 1824

Loading "screen® into

random state — done

Generating RSA private key,., 1824 bit long modulus

e iz 65537 (Bx1860081>

Dpen35Ly req —new —x5A? —key private—-rsa.key —days 750 —out

Loading *screen’ into

public—rsa.cer
random state — done

You are about to be asked to enter information that will be incorporated

into your certificate
What you are about to
There are gquite a feuw
For some fields there

If you enter *.",. the

request.

enter iz wvhat iz called a Distinguizhed Mame or a DN.
fields but you can leave some hlank

will be a default value.

field will he left blank.

Country Mame (2 letter code) [AUI:CM

Btate or Province Hame (full name?> [Bome—-Statel:GD

Locality Name {eg. city> [1:GEZ

Drganization Mame <{eg,. company} [Internet Widgits Pty Ltdl1:KQ
Organizational Unit Name {eg. section?> []1:T%

Common Mame Ceq,
Email Address

YOUR name> [1:=IURA
[1:1234560gg.-com

Jpent:L> pkesld —export —name test—alias —in public—rsza.cer —inkey priuate—rsa.kl
2y —out ?9hill-rsa.pfxg
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|0penSSL> req —new —-x5089 —-key private—-rsza_key —dayz 758 —out public-—rsa_cer
Loading ’screen’ into random state — done

HYou are about to he asked to enter information that will he incorporated
flinto your certificate regquest.

Iuhat you are about to enter is what is called a Distinguished Mame or a DH.
There are guite a few fields but you can leave szome hlank

For some fields there will he a default value.

| 113 you enter *'.', the field will he left hlank.

Country Name (2 letter code> [AUI:CH

State or Province MName (full name} [Some—-Statel:GD

Locality Mame (eg, city) [1:GZ

Drganization Hame f(eg, company} [Internet Widgits Pty Ltdl:KQ

Drganizational Unit Hame ¢eg, section> [1:TS

Common Hame <eg, YOUR name) [1:IUAN

Email Address [1:123456004.C0M

OpenSSL> pkeslZ —export —name test—alias —in public-rsa.cer —inkey private-rsa.k

ey —out tester—rsa_pfx

Loading ’screen’ into random state

Enter Export Password:

Jerifying — Enter Export Password:

5. Wr, #EA openssl [f) bin H3x%, #LUE BIHAT B b A& J5 A et AN E .

TitE #WIEE EFY WEE IEO@ W
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6. WM PHP BITI Y, THE0¥ “99bill-rsa.pfx” EF5H#:4# 4 “99bill-rsa.pem”, i
N4 pkes12 -in 99bill-rsa.pfx -passin pass: AN AR 26 4 20 & %0 -nodes
-out 99bill-rsa.pem, 1% enter i1, #EX openss| [f) bin Hzk, HET]LIE F] pem #% 2
W & A



REN R TFIK B B A SO

cv C:\OpenSSL\bin\openssl. exe _lolx

OpenSSL> pkcsl2 —in 99bill-rsa.pfx -passin pass:123456| -nodes —out 9%bill-rsa.peld
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m R DSAUE$5
A &SRE |
SR ERRNT
BB EMAILADDRESS=44, CN=44, OU=44, 0=44 | =44 5T=44, C=44 2008-05-22FF 2014-08-04 T#
HFETH
Tazmes EMAILADDRESS=33, CN=33, 0U=33, 0=33, =33 §T=33 C=33 2009-05-12F2011-06-01 T
{E0iTiE] RSATEHS

e EMAILADDRESS=44, CN=44, 0U=44, 0=44, L=44, 5T=44, C=44 2009-05-2152014-08-03 T#
- FPIEH L EMAILADDRESS=11, CN=11, 0U=11, 0=11, L=11, §T=11, C=11 2008-05-14F2011-05-04 T
|f PRI THE | v
Ty TR AR

4.3. B REIFAHS

1. B MsendTTH [fimerchantld, merchantld 15 7 (RIHERFH 2 9% 5 +01 4Lk 7 ) R
R P 955 8 S www.99bill.com 3k 1R, HARWIR

aEPEE =17, BRS¢ tstestaccount@sina.com PR FEHS : 10011815341 ArmEe
[ Jak-4100 N

FriE
kPR Hie~ - 403

1=

b B AR 33,264.01 (7T} FoE | B | £EERd | TRETE
=& AHTHF 0.00 (&) ArREE
EtR#ETR
RERX wEFS AR BRFERE R
0ZLEE
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2. BMsend T i form & FA AR AC AL, Hfsandbox2 B hwww. &S L K an R
Huhik:  https://www.99bill.com/gateway/recvMerchantinfoAction.htm

3. TSR A A RPIAATIIETR (avas cttl 99bill-rsa.pfx, php & 99bill-rsa.pem)
AN T 3R ok — L AR 0 H b, B SRR IR B (1)

4, B send TP FHFAHUE T I HO 7 A NP E TS (Gavas c#24 99bill-rsa.pfx, php 4
99bill-rsa.pem), B AE A T AR BGUE T I 152 5 1R 3 A

5. B4 receive Hi AR A BRI TT A8 B I ER A EH
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14 P AT DU UG AT PARARD , ZE 3 B 24T T send DU, VARG 44— ] 1 0 ERRI AT,
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i fma PF ¥F
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(e ]

2. AR, WORREIES HOLLL R U, E B R 7 AR A P AR (R P A Il
JEII o

g .
ﬁ%ﬁﬁﬂﬂﬁﬁﬁ% .............. FAFeuy
T iTee BT

0.01= 2012030509351 nE P

HheElkPst | BT ERRXxd  #TE miEsH

@ @z8zEan [@)[©] LE L O ®rmrEnt O [Cemasps O @fsus

O ) BE8g OJICEN % 34 O srmrsnn O [ENsEmT O & ramsices
O ptmnsy O | € wsiEs O @Rl O CHRERT O ©rnes
O @rmtamissecy O &easa O @xERz O [eznms O [V xnamns
O @ hnns O [ ank tRxARS O g BEAmTES O Ginmi O ® nwmi
O = ==8a O G mEnRG O € i O phmui O Fraszuras
O &Zearn

3\ HRASR, LA BUE S A BT, LR AREE R I 1 e M AT AT S
4.5. TG RIBE 4R P

L. SRR, (AT IR, EVATHEILL R UM . 7R A WA
B3, IEWI P SR B MR AN

REZ AT FR T

(ZRmEmEfsEs)
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TTER5 3 1
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HREg N R MRS58 B A\ S0
4.6 B AR ARKR L
SR RIS, B 7 R 5 I I 2 PR B 2R o, {7 7 A6 i

AN

FIPR B SR IAT e A o RAERBORSC R IR B I H S S IR (Rt fe) #93
AT

5 W EEE

5. 1383 B PRk

Q: XA, BT R R HRRREGE BAER, THART. HHRABRR. SRR
15:10006 4HiR{5 R W SAFLE

A HRARACHL G R I 5 ) I DR R IR B, 7 7 A% B PR 1) A 5 )
WIRE L merchantTd 24 H IR 9 5 +01, NS 1%

PRER IR PR SRAT H k2 -
action=https://sandbox2. 99bill. com/gateway/recvMerchantInfoAction. htm;
PRERAE P IR R AT HIIE 2 -
action=https://www. 99bill. com/gateway/recvMerchantInfoAction. htm

Q: #R 80001, 80002 45 REAMYE, IEERXHHER?

Az H LI ) ) 7 P ER TR AR R T IR G, TR P BRAS T SR R AL N S
FEPRAERGD 2 (A A SO ANEE D o B2 12% ) B R U T R VR B AR SO, Rk
RBARSCRFE B0 Bk 4 s R BRIR e 4

5.2.3% [B1 2 7y 1

Q: receive T HIFTE A MBS —B
A: R AT [RGB IR () A A AR S B R80T RSA SR UES o A Atk [l
SRS FR PR TARE, WFed 28, R4 eEHIEN, S2% DEMOo.

13



REE

7,
REN R T PIK B BhEA SRS
= kP EEH Rl BT #
L) i) EFREEEREME LSRR TEMN AN CIEE » S S TESEREES0KP ), PII0 ¢ R DSAKE: » MIEEDSARREPIE
T A FTE.
B RERX DSALEH
e EMAILADDRESS=44, CN=44, Oll=44, O=44, L=44, ST=44, C=44 2009-05-22F 201 4-08-04 T
EHREW
P EMAILADDRES =33, CN=33, 0U=33, 0=33, =33, 5T=33, C=33 2008-05-12E 2011-06-01 T
BT A | rsaifs |
HFEEH
HE S
,m EMAILADDRESS=44, CN=44, OL=44, 0=44, L=44, 5T=44, C=44 2008-05-21F 201 4-08-03 T
HRIEE L EMAILADDRESS=11, CN=11, 0U=11, 0=11, L=11, §T=11, C=11 2008-05-1 4 2011-05-04 T
| pEsTs |
EEESiHE
ERIATE

5.3.4EFAH K&

Q: FI/HHEFA AR L KT ?
A: AL IR IRATT A AR i & 25 AR R T B A RAPIIRI IR, S AT R0 750 R

—AMRPE SRS, ETHRE R M EK
c ARl AR ST ORI . (R T RS, AN R AT K R A
A SE— AAE

o > O

Q: REEFIEBHE =K1K, Tt “Enter Export Password”, XZ{A4JREIE
A: IX LN R S AN BN ORI, (B3 NS A2 00, UE R e B S R,

e+ D:\Program Files\OpenSSL\bin\openssl.exe

OpenSSL> pkcsl2 —export —name test—alias —in public-rsa.cer —inkey private—rsa.k
ey —out tester—rsa.pfx

Loading ‘screen’ into random =tate — duone

“nter Export Password:

erifying — Enter Export Password:

OpenSSL> _

Q: &F PHP fR&-28 LRASZHF openssl_pkes12_read

A: PKT %% J5y 3 PHP A3 5 openss] pkesl2 read iIX/N%L, openss]l pkesl2 read iX
AT PHPS. 2 WA L A SR, BTLLSG BT 31 PHPS. 2, WAk S5 4% /2 windows
I1S, 7t windows R T1S IAEEH#AE T

1. 7E c¢:\windows\php. ini §

¥ extension=php openssl. dll B 5 GFR)

14
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2. 5l php 235 H &1

libeay32.d11 . ssleay32.dll £ c:\windows\system32
3. 5 PHP\ext H3"T ) php openssl. dll & c:\windows\system32
4, )3 1IS

Q: EAAEFHRER : BB H  EAAE B R N T XXXX-XX-XX H,
BEH LAAED
A: —BOERZ i B4 EARUES, W B AR e AT R R A, RJE R
f&o J5ik: http://www. 99bill. com ¥FFPRER, LAWE-FMIEB-REERS K,
FEXRT A7 b UE S AR 42K

mn&H @ REREPRALIES EE , SEEREIES , PiFEE. 5705, 1§ LETITES.
HthEETH
EMAILAD DRESS=roselushg@ng com, 2011-07-18 1871 052
4REG Ch=raselush, Ol=ts, O=Hill3a, L=5H, E2013-08-07 AR EE SiFE
ET=TH, C=CH 101052
Ceemes EMAILAD DRESS=roselushg@ng com, 2011-07-18 1871 052
4675 CN=roselush, OUsts, 0=BIII38, L=EH, =2013-08-07 S % igtE
iR ET=IH, C=CH ESLE
FrFET
- B EMAILAD DRESS=roselushg@ng com, 2011-07-18 18:10:52
4675 CN=roselush, OUsts, 0=BIII38, L=EH, =2013-08-07 SFSER % igtE
ST=IH, C=CH 191062
AP EMAILAD DRESS=rozelush@qg com, 2011-07-18 18:10:52
BHIERT# 1837 Ch=rogelush, OU=ts, 0=Billg9, L=5H, F2013-08-07 PNhilzEs Bt
ST=2H, C=CH 19.10:62
EHTETE EMAILADDRESS=roselush@qy.com, 2011-07-1918:10.52
1851 CM=roselush, OU=ts, 0=Billag, L=5H, F2013-08-07 FATESEED | Ok
ST=2H, C=CH 19.10:62

6 MF
6. 1.9 1

NO. WA 5 WA TR
1 W OGHRAE (AN 1. FRARRRSECAARR: 20 H L 1. BEPE AT I 2.
TS0 AN T SR E
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