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Table 1 — System design analysis RERU S

ASIL
Methods
A B Cc D
1 Deductive analysis? H R 44t o ¥ ++ -+
2 Inductive analysis® TRl 547 4 ++ ++ ++

b Inductive analysis methods include FMEA, ETA, Markov modelling. FMEA. BHH. B/RBIREE

a8 Deductive analysis methods include FTA, reliability block diagrams, Ishikawa diagram. RN, TRESEE. &)
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Table 2 — Properties of modular system design B RER TR

Properties

ASIL

C

1 |Hierarchical design 77 & & it

++

2 |Precisely defined interfaces i XaEa

Avoidance of unnecessary complexity of hardware components and software

3 | components 8 & 7 i B (5 7e BB {4 4 %

Avoidance of unnecessary complexity of interfaces BETLENEFED

Maintainability during service J& 8RR 45 7] 4E 4 1%

Testability during development and operation FF & i&17 i3 2 o 7] fUi& 1%
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Table 3 — System design verification R4 % 4 iE

Methods S
A B Cc D

1a | System design inspection? R R it HE + ++ -+ +
1b | System design walkthrough? Z %% i+E£ & ++ + o o)
2a |Simulation® 15X + + ++ 5
2b | System prototyping and vehicle tests? 4t /& & F0 £ iH M + ks ++ ++
3 System design analyses® A4t i% it 54 see Table 1
28 Methods 1a and 1b serve as a check of conlplpte and correct implementagion of the technical safety requirements.
b Method?jaielar?cﬂtl)%ﬁ%e%us%ﬂamvaﬁﬁ?‘gig§%?a¢a%¥1@at%ﬁ%ﬁque. 7722 20 AT LAE A E A A
©  For conducting safety analyses, see ISO 26262-9:2011, Clause 8. 1T Z& 7+, M1S026262-9:2011, 8.
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Table 4 — Methods for deriving test cases for integration testing

ASIL
Methods
A B (o D
1a | Analysis of requirements 7 K -+ o P =
1b | Analysis of external and internal interfaces 4t &8 A & 4% O 5047 + ++ ++ ++
1c | Generation and analysis of equivalence classes for hardware-software = 5 £ S
integration #EE{FEREN KT
1d | Analysis of boundary values B RES + + ++ ++
1e |Error guessing based on knowledge or experience # F 436 #4512 # I B + + ++ ++
1f | Analysis of functional dependencies Th R & & 7+ 4t + + ++ ++
1g | Analysis of common limit conditions, sequences, and sources of dependent| & e -+
failures ZAFEPR&HIZKAF, B8] )R R 05 4 A
1h | Analysis of environmental conditions and operational use cases S & (FM#RIE  + ++ ++ +
" - - BT A
1i | Analysis of field experience ILIHELR 531 |+ ++ ++ +
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Table 5§ — Correct implementation of technical safety requirements at the hardware-software level

ASIL
Methods
A B C D
1a |Requirements-based test? T %K K e . b -
1b  |Fault injection testt % F&E A i + o e o
1c  |Back-to-back test¢ HHEE ML (KB R + + 4+ S

2 Arequirements-based test denotes a test against functional and non-functional requirements.

b Afault injection test uses special means to introduce faults into the test object during runtime. This can be done within the software
via a special test interface or specially prepared hardware. The method is often used to improve the test coverage of the safety
requirements, because during normal operation safety mechanisms are not invoked.

€ A back-to-back test compares the responses of the test object with the responses of a simulation model to the same stimuli, to

detect differences between the behaviour of the model and its implementation.
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Table 6 — Correct functional performance, accuracy and timing
of safety mechanisms at the hardware-software level

Methods ASIL
A B C D
1a |Back-to-back test? # 3 & Wik C(H W) + + +F ++
1b |Performance test® 1% #E#i + + +4 +

a8 A back-to-back test compares the responses of the test object with the responses of a simulation model to the same stimuli, to

detect differences between the behaviour of the model and its implementation.

b A performance test can verify the performance (e.g. task scheduling, timing, power output) in the context of the whole test object,
and can verify the ability of the intended control software to run with the hardware.
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Table 7 — Consistent and correct implementation of external
and internal interfaces at the hardware-software level

ASIL
Methods
A B (o] D
1a |Test of external interfaces? 415 # Oz + ++ ++ ++
1b |Test of internal interfaces? P4 & I3 + ++ ++ ++
1c |Interface consistency check? # M —# 144 & + ++ ++ ++

2 |nterface tests of the test object include tests of analogue and digital inputs and outputs, boundary tests and equivalence-class

tests to completely test the specified interfaces, compatibility, timings and other specified ratings for the test object. Internal interfaces of
an ECU can be tested by static tests for the compatibility of software and hardware as well as dynamic tests of Serial Peripheral
Interface- (SPI) or Integrated Circuit- (IC) communications or any other interface between elements of an ECU.
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Table 8 — Effectiveness of a safety mechanism's diagnostic coverage at the hardware-software level

ASIL
Methods
A B C D
1a |Fault injection test? # k& AWz + + ++ g
1b |Error guessing test® 412 %% il i + + ++ T

@ A fault injection test uses special means to introduce faults into the test object during runtime. This can be done within the software
via a special test interface or specially prepared hardware. The method is often used to improve the test coverage of the safety
requirements, because during normal operation safety mechanisms are not invoked.

b An error guessing test uses expert knowledge and data collected through lessons leamned to anticipate errors in the test object.
Then a set of tests along with adequate test facilities is designed to check for these errors. Error guessing is an effective method given a
tester who has previous experience with similar test objects.
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Table 9 — Level of robustness at the hardware-software level

Methods ASiL
A B o4 D
1a |Resource usage test? ¥ #5 1% A 2 ik + + + +
1b |Stresstest® e ifllif + + ¥ +

2 A resources usage test can be done statically (e.g. by checking for code sizes or analyzing the code regarding interrupt usage, in
order to verify that worst-case scenarios do not run out of resources), or dynamically by runtime monitoring.

b A stress test verifies the test object for correct operation under high operational loads or high demands from the environment.
Therefore, tests under high loads on the test object, or with exceptional interface loads, or values (bus loads, electrical shocks, etc.), as
well as tests with extreme temperatures, humidity or mechanical shocks, can be applied.
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Table 10 — Correct implementation of functional safety and technical
safety requirements at the system level

Methods ASIL
A B o D
1a |Requirement-based test? ++ ++ ++ ++
1b |Fault injection test? + + ++ -+
1c |Back-to-back test® 0 + + ++

2@ Arequirements-based test denotes a test against functional and non-functional requirements.

b A fault injection test uses special means to introduce faults into the system. This can be done within the system via a special test
interface or specially prepared elements or communication devices. The method is often used to improve the test coverage of the safety
requirements, because during normal operation safety mechanisms are not invoked.

€ A back-to-back test compares the responses of the test object with the responses of a simulation model to the same stimulli, to

detect differences between the behaviour of the model and its implementation.
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Table 11 — Correct functional performance, accuracy and timing
of safety mechanisms at the system level

Methods ASIL
A B (o= D
1a |Back-to-back test? o + * S
1b | Performance test? o & + -+

a8 A back-to-back test compares the responses of the test object with the responses of a simulation model to the same stimuli, to

detect differences between the behaviour of the model and its implementation.

b A performance test can verify the performance (e.g. actuator speed or strength, whole system response times) of the safety
mechanisms concerning the system.
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Table 12 — Consistent and correct implementation
of external and internal interfaces at the system level

Methods ASIL
A B o D
1a | Test of external interfaces? + ++ ++ ++
1b | Test of internal interfaces? + ++ ++ ++
1c |Interface consistency check?® o) + ++ ++
1d | Test of interaction/communication? 22 . /i# {5 #lli£, ++ ++ ++ ++

2 An interface test of the system includes tests of analogue and digital inputs and outputs, boundary tests, and equivalence-class

tests, to completely test the specified interfaces, compatibility, timings, and other specified characteristics of the system. Internal
interfaces of the system can be tested by static tests (e.g. match of plug connectors) as well as by dynamic tests concerning bus
communications or any other interface between system elements.

b A communication and interaction test includes tests of the communication between the system elements, as well as between the
system under test and other vehicle systems during runtime, against the functional and non-functional requirements.
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Table 13 — Effectiveness of a safety mechanism's failure coverage at the system level

Methods ASIL
A B (o D
1a |Fault injection test? + + ++ ++
1b |Error guessing test? + + ++ ++
1c |Test derived from field experience® 1R4E I 1% 2 36 Ml i, o + ++ ++

2@ A fault injection test uses special means to introduce faults into the system. This can be done within the system via a special test

interface, specially prepared elements, or communication devices. The method is often used to improve the test coverage of the safety
requirements, because during normal operation safety measures are not invoked.

b Anerror guessing test uses expert knowledge and data collected through lessons learned and field experience to anticipate errors
in the system. Then a set of tests along with adequate test facilities is designed to check for these errors. Error guessing is an effective
method given a tester who has previous experience with similar systems.
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Table 14 — Level of robustness at the system level

Methods ASIL
A B o D
1a |Resource usage test? o + ++ ++
1b | Stress test? ° + + .
1c |Test for interference resistance and robustness under certain environmental - = e -
conditions® 7E— & & {F T 641 TR B & 0

a8 At the system level resource, usage testing is usually performed in dynamic environments (e.g. lab cars or prototypes). Issues to

test include power consumption and bus load.

b A stress test verifies the correct operation of the system under high operational loads or high demands from the environment.
Therefore, tests under high loads on the system, or with extreme user inputs or requests from other systems, as well as tests with
extreme temperatures, humidity or mechanical shocks, can be applied.

€ A test for interference resistance and robustness, under certain environmental conditions, is a special case of stress testing. This
includes EMC and ESD tests (e.g. see [2], [3]).
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Table 15 — Correct implementation of the functional safety requirements at the vehicle level

Methods ASIL
A B C D
1a |Requirement-based test? ++ ++ ++ ++
1b | Fault injection test? + + = -+
1c [Long-term test¢ * B3z, ++ ++ ++ ++
1d |User test under real-life conditions® A 3 35 i ++ ++ ++ ++

a

b A fault injection test uses special means to introduce faults into the item. This can be done within the item via a special test
interface or specially prepared elements or communication devices. The method is often used to improve the test coverage of the safety
requirements, because during normal operation safety mechanisms are not invoked

c

A requirements-based test denotes a test against functional and non-functional requirements.

A long-term test and a user test under real-life conditions are similar to tests derived from field experience but use a larger sample
size, normal users as testers, and are not bound to prior specified test scenarios, but performed under real-life conditions during
everyday life. These tests can have limitations if necessary to ensure the safety of the testers, e.g. with additional safety measures or
disabled actuators.
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Table 16 — Correct functional performance, accuracy and timing
of safety mechanisms at the vehicle level

Methods =
A B (o D
1a |Performance test? + + Fey ++
1b |Long-term testP 5 + s e
1c |User test under real-life conditions? + + ++ ++

a8 A performance test can verify the performance (e.g. fault tolerant time intervals and vehicle controllability in the presence of faults)
of the safety mechanisms concerning the item.

b A long-term test and a user test under real-life conditions are similar to tests derived from field experience but use a larger sample
size, normal users as testers, and are not bound to prior specified test scenarios, but performed under real-life conditions during
everyday life. These tests can have limitations if necessary to ensure the safety of the testers, e.g. with additional safety measures or
disabled actuators.
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Table 17 — Consistent and correct implementation of internal
and external interfaces at the vehicle level

ASIL
Methods
A B Cc D
1a |Test of external interfaces? o + ++ ++
1b | Test of interaction/communication® o + ++ ++

28  An interface test at the vehicle level tests the interfaces of the vehicle systems for compatibility. This can be done statically by
validating value ranges, ratings or geometries as well as dynamically during operation of the whole vehicle.

b A communication and interaction test includes tests of the communication between the systems of the vehicle during runtime
against functional and non-functional requirements.
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Table 18 — Effectiveness of a safety mechanism's failure coverage at the vehicle level

Methods i
A B Cc D
1a |Fault injection test? o + 3 o
1b | Error guessing test? o + + +
1c |Test derived from field experience® o + ++ ++

a8 A fault injection test uses special means to introduce faults into the vehicle. This can be done within the vehicle via a special test
interface, specially prepared hardware or communication devices. The method is often used to improve the test coverage of the safety
requirements, because during normal operation safety measures are not invoked.

b An error guessing test uses expert knowledge and data collected through lessons learned to anticipate errors in the vehicle. Then a
set of tests along with adequate test facilities is designed to check for these errors. Error guessing is an effective method given a tester
who has previous experience with similar vehicle applications.

€ A test derived from field experience uses the experience and data gathered from the field. Erroneous vehicle behaviour or newly
discovered operational situations are analysed and a set of tests is designed to check the vehicle with respect to the new findings.
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Table 19 — Level of robustness at the vehicle level

ASIL
Methods
A B o D
1a | Resource usage test? o + ++ 35
1b | Stress test? ° 3 ++ -+
1c | Test for interference resistance and robustness under certain environmental
. o + ++ ++
conditions®
1d | Long-term testd ° + 4 E

a8 At the item level, resource usage testing is usually performed in dynamic environments (e.g. lab cars or prototypes). Issues to test
include item internal resources, power consumption or limited resources of other vehicle systems.

b A stress test verifies the correct operation of the vehicle under high operational loads or high demands from the environment.
Therefore tests under high loads on the vehicle or with extreme user inputs or requests from other systems as well as tests with extreme
temperatures, humidity or mechanical shocks can be applied.

€ Atest for interference resistance and robustness, under certain environmental conditions, is a special case of stress testing. This
includes EMC and ESD tests (e.g. see [2], [3]).

d A long-term test and a user test under real-life conditions are similar to tests derived from field experience but use a larger sar~i~
size, normal users as testers, and are not bound to prior specified test scenarios, but performed under real-life conditions di
everyday life.
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Table 1 — Properties of modular hardware design
ASIL
Properties
A B Cc D
1 Hierarchical design 4 2% it RBETESZoHEENELAMS + + + +
2 Precisely defined interfaces of safety-related hardware components ++ ++ ++ ++
3 | Avoidance of unnecessary complexity of interfaces & AL EMEZED + + + +
4 Avoidance of unnecessary complexity of hardware components ﬁ%;é % + + + +
5 | Maintainability (service) P43 1% Qg + + B -
6 |Testability? ATl tE + + ++ 4+
@  Testability includes testability during development and operation.
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Table 2 — Hardware design safety analysis

ASIL
Methods
A B (o] D
1 | Deductive analysis?® #3417 o % £ ++
2 |Inductive analysis® 1341417 + + ++ g
NOTE The level of detail of the analysis is commensurate with the level of detail of the design. Both methods can, in certain cases,

be carried out at different levels of detail.

a A typical deductive analysis method is FTA. & E )71 7= ZFTA
b Atypical inductive analysis method is FMEA. #E #9417 /7% £ FMEA
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Table 3 — Hardware design verification

N

ASIL
Methods

A B C D
1a |Hardware design walk-through? &% i 7EiE . ++ o o
1b |Hardware design inspection® BEfFiZitHE ¥ & ++ ++
2 |Safety analyses ZE&41 In accordance with 7.4.3
3a |[Simulation® 7% 5 - i =
3b | Development by hardware prototyping® B E & 7 & o + + +

NOTE The scope of this verification review is technical correctness of the hardware design.

@  Methods 1a and 1b serve as a check of the complete and correct implementation of the hardware safety requirements
hardware design.

b Methods 3a and 3b serve as a check of particular points of the hardware design (e.g. as a fault injection technique) for
analytical methods 1 and 2 are not considered to be sufficient.
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Table 4 — Possible source for the derivation of the target “single-point fault metric” value

ASILB ASILC ASILD

Single-point fault metric 290 % 297 % 299 %

PN HE, EIEMERE 15026262-4:2011, 7.4.4.2 MUER “IAEHlE
b7 —FE, RARE LTS % HARMERIRZ —:
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Table 5 — Possible source for the derivation of the target “latent-fault metric” value

ASIL B ASIL C ASILD
260 % 280 % 290 %

Latent-fault metric
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Table 6 — Possible source for the derivation of the random hardware failure target values

ASIL Random hardware failure target values
D <108 h!
c <107 h!
B <107 h!
NOTE The quantitative target values described in this table can be tailored as specified in 4.1 to fit specific uses of the item (e.qg. if
the item is able to violate the safety goal for durations longer than the typical use of a passenger car).
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Table 10 — Methods for deriving test cases for hardware integration testing

ASIL
Methods

A B Cc D
1a |Analysis of requirements %% 3K 43 #r 24 | #+ | ++ [ ++
1b |Analysis of intemal and external interfaces [ 25 F1 /b 253 O 4 + ++ ++ ++
1¢ | Generation and analysis of equivalence classes® 25 /it K™= £ F 4t + + | | e
1d | Analysis of boundary values® 151 5% {8 4 #r + + ++ | 4+
1e |Knowledge or experience based error guessing® X T %112 F14& I8 9412 Tl ++ | o+ | o [ 4
1f | Analysis of functional dependencies L7 BE &K % 43 #r + + | e | o+
1g | Analysis of commog ;;?m*t ﬁ%&‘%‘;ﬁgﬁ“&‘;}‘éﬁ _‘_zla:r;g ;;ci)grces of dependent failurfs_ + + ++ ++
1h | Analysis of envirorenia conumuns anu VPLIAUVIIAI USE Cases ARFRFEFIGETAN  + ++ ++ =
1i | Standards if existingd FENIRE + + + +
1) | Analysis of significant variants® AHAEXR ++ ++ ++ ++
2 In order to derive the necessary test cases efficiently, analysis of similarities can be conducted.
b

c

supported by FMEA.

d

e

For example, values approaching and crossing the boundaries between specified values, and out of range values.

“Error guessing tests” can be based on data collected through a lessons leamed process, or expert judgment, or both. It can be

Existing standards include ISO 16750 and ISO 11452.

The analysis of significant vanants includes worst-case analysis.
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Table 11 — Hardware integration tests to verify the completeness and correctness of the safety
mechanisms implementation with respect to the hardware safety requirements

ASIL
Methods
A B C D
1 |Functional testing®  Ih £ w4+ | 4+ | o+ | 4+
2 |Fault injection testing® EUEEE AR i + || m=
3 |Electrical testing® SR =2 | o | a2 | e

2 Functional testing aims at verifying that the specified characteristics of the item have been achieved. The item is given input data,
which adequately characterises the expected normal operation. The outputs are observed and their response is compared with that
given by the specification. Anomalies with respect to the specification and indications of an incomplete specification are analysed.

b Fault injection testing aims at introducing faults in the hardware product and analysing the response. This testing is appropriate
whenever a safety mechanism is defined. Model-based fault injection (e.g. fault injection done at the gate-level netlist level) is also
applicable, especially when fault injection testing is very difficult to do at the hardware product level. For example, showing the response
of safety mechanisms to transient faults inside hardware parts, such as a microcontroller, is very difficult to do with fault insertion at the
hardware product level since it would require irradiation tests.

¢ Electrical testing aims at verifying compliance with hardware safety requirements within the specified (static and dynamic) voltage
range.
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Table 12 — Hardware integration tests to verify robustness and operation under external stresses

ASIL
Methods

A B (o] D
1a Environmental testing with basic functional verification® & ¥ 18 T 89 Th g& 13X e B e
1b Expanded functional testt # I RETR ° + + ++
1c Statistical test¢  ZE 7T 7R ) o + ++
1d Worst case testd I 1F 5L IR ) o o +
1e  |Overlimittestt JEHRFRMK G + + %
1f Mechanical test! MR ++ || #x | ax | aw
1g Accelerated life testd TIEFH XY + + ++ | 4+
1h | Mechanical Endurance test" LI A 1£iR5% el R B
1i EMC and ESD test  EMCiR3% w4 | 4 [ owe | 4
1j Chemical test] {2 K5 S I o
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Table 1 — Topics to be covered by modelling and coding guidelines

Topics AsiL

A B C D
1a |Enforcement of low complexity? 1 Z ZEHIT ++ ++ ++ =
1b |Use of language subsets® BEE FEHEH ++ - -+ -+
1c | Enforcement of strong typing® 3% Z! 89347 ++ + i +
1d | Use of defensive implementation techniques 1% B B5 F LI H AR o . i s
1e |Use of established design principles 1€ B B% & 89i& i+ E N + + + ++
1f | Use of unambiguous graphical representation + ++ e+ G
1g |Use of style guides &I E + + + ++
1h | Use of naming conventions £/ 41 E 8162 ++ ++ ++ ++
3@ An appropriate compromise of this topic with other methods in this part of ISO 26262 may be required.
b The objectives of method 1b are

— Exclusion of ambiguously defined language constructs which may be interpreted differently by different modellers,

programmers, code generators or compilers.
— Exclusion of language constructs which from experience easily lead to mistakes, for example assignments in conditions or
identical naming of local and global variables. 1
— Exclusion of language constructs which could result in unhandled run-time errors.

¢ The objective of method 1c is to impose principles of strong typing where these are not inherent in the language.




6. HM4ZALEFTEATLMRE

XANF BB — A H AR 2 e B 22 75 5K, A1 ok B H R 2 & RGBT 4
Yo 2B AR AR DR, MHE 15026262-4:2011, 25 7 4. 2B —=/HEZR
WA IR A (1) 22 A BE SRR A R AR D R 5 AR 2 S KRG v e — 2.

6.4 ERMEI

6. 4.1 ARIAFI AR B R AT EAF 1 DhfRe, R mT AR S B IR AR PR
Rz A HR,

Bt ThAgE M T e 03 R AR AT P&

————— i RGUE B BURFF 2 ARSI T RE

————— FHOGHIASIN, 57~ A b PR ) 22 A G A A Jo AR i e ) T e

————— FROGRIASIN - 368 2801 R AR A SR AL S B [ i P T

1 X ECAFEE R AR RGNS AR R 0 B R I AR A Rk, R AL B R 4
TR ) S HAR T o

———— 5 AR RN AR S TR ;

1 20 RN DL RG4S & BUTR 2R I8 4T BT ALSAT IS B B ZE 280 26 79 1)
ERGHAT,

1 3 AREFMNKTRAE A P BUIR S 5 22 4 ORI D RE B BRI A

———— B A PR R R 2% T R R AT S CL I D e

———— N RE B [A) R P 4% R D e

6.4.2  HARATRMVENCRIE THARZ M EMRF R, 6
1S026262-4:2011, 7.4.1 M1 7.4.5, BFHELIFRE:

a) WARBRMA IS0 26262-8:2011, 45 6 Sk E M T ;

b) HEKRGMEHIE ;

e B ZHO] DL RE R 2], Ay iE ST R e o) S0 o

¢) B REBAEE O,

& BT R RER

e) WFZIHR

£ AMNEEEC;

g EH. RGBS AT RN A A

6.4.3  WH ASIL R R 2 AHORTE R, PIESF 1S026262-9:2011, 255 &

6.4.4  7£1S026262-4:2011, 3 7 Z5AGEE B4 LOYE, VR 2 B8 2 i iF
TR A U RE PR R 5L, LU WSR3 2 TR R — A 5 2 2 R R &

6.4.5  WIRHERLETERER, BT 6. 4. 1 iR i o s S 0
LeThRE, XLLDIRRIG AR E, B R ARAT TR .

6.4.6 B AERIISUE, MR DR, Rk 1S026262-8:2011,
559 itk

6.4.7  AHALIEREEALRE RGBT AR R G R AR N AR [ AT 5



ik

6.4.8  BAFe ARG B EEF B 1B R N % R 15026262-8:2011 26 6 A1 9
HEAT B -

a)  HEARZEBRMEG A —E;

b)  FERGI

¢ HHEERE 2

7. EARFR R

A BUE — A B AR B A R S5k LLSEELI T 22 2 R K, 5 = HAR R AR K

PRI R4 o

7.4 ESRMEN
T.4.1 N T HIREAAR R BT SREE R AN 2 0 75 45 S Sk 4T J5 S T K 153D,

BAFAR RGBT AT 5 BLRAT IS H K 50K, I3k 2 sp s B R S p it i

9.

KERBRTHS
Table 2 — Notations for software architectural design

ASIL
Methods

1a

Informal notations FEEXHFS ++ G

1b

Semi-formal notations ¥ EXFS

1c

Formal notations ER#FS
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Table 3 — Principles for software architectural design

Methods ASh.

A B (o D
1a |Hierarchical structure of software components #{+4E {8153 E4EH ++ ++ ++ ++
1b |Restricted size of software components? ¥ f+ 4 85 K/ R 5 PO U T
1c |Restricted size of interfaces? # O &I K/NR7] + + + +
1d  |High cohesion within each software component? # {4 fFe% A % + ++ ++ ++
1e |Restricted coupling between software components?: b ¢ ¥ {44 (£ B 4942 & [R5l + ++ ++ ++
1f | Appropriate scheduling properties &E8EHERE + 4+ £ 4+
1g |Restricted use of interrupts® d F EE A R3] + + + -+
2 |nmethods 1b, 1c, 1e and 1g "restricted" means to minimize in balance with other design considerations.

b Methods 1d and 1e can, for example, be achieved by separation of concerns which refers to the ability to identify, encapsulate, and
manipulate those parts of software that are relevant to a particular concept, goal, task, or purpose.

€ Method 1e addresses the limitation of the external coupling of software components.

d Any interrupts used have to be priority-based. ]
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Table 4 — Mechanisms for error detection at the software architectural level

Methods AOIL

A B C D
1a | Range checks of input and output data WABEIECERN ++ ++ ++ ++
1b |Plausibility checka <3< T = - .
1c |Detection of data errorst ##E#Z1EW + + + B
1d  |External monitoring facility¢ #H &1 # 7 o + + ++
1e |Control flow monitoring #Z#lifkE [¢) + ++ ++
1f  |Diverse software design #HFL#iF&T ) o - =+

a
different sources.

b Types of methods that may be used to detect data errors include error detecting codes and multiple data storage.

€ An external monitoring facility can be, for example, an ASIC or another software element performing a watchdog function.

Plausibility checks can include using a reference model of the desired behaviour, assertion checks, or comparing signals from
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Table 5 — Mechanisms for error handling at the software architectural level

ASIL
Methods
A B C D
1a | Static recovery mechanism? BERENE + + + +
1b | Graceful degradation? EIFE# 1L + + ++ 4+
1c |Independent parallel redundancy® 3 FEIT&K [ o + ++
1d | Correcting codes for data ZT#E{ 455 + 3 + =

a8  Static recovery mechanisms can include the use of recovery blocks, backward recovery, forward recovery and recovery through

repetition. B#ERKENFCEERIKER, HAKE, EARKENESKE

b Graceful degradation at the software level refers to prioritizing functions to minimize the adverse effects of potential failures on
functional safety. # {2 89 st ¥ 1 278 R st > B EH X BER 2O TR L0 BTHHETS, TLRESIHEF
BRARBYLE.

(4

Independent parallel redundancy can be realized as dissimilar software in each parallel path
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Table 6 — Methods for the verification of the software architectural design

Methods e

A B c
1a |Walk-through of the design? i+t & ++ o
1b | Inspection of the design? &t &E - ++ ++ ++
1c | Simulation of dynamic parts of the designP &+ 27K + + ++
1d |Prototype generation EE™=%E o o ++
1e |Formal verification EEe3 o 0 +
1f | Control flow analysis® #Z &4 17 + ™ ++ ++
1g |Data flow analysis® #1517 + + ++ ++
2 |nthe case of model-based development these methods can be applied to the model.
b Method 1c requires the usage of executable models for the dynamic parts of the software architecture.
€ Control and data flow analysis may be limited to safety-related components and their interfaces.
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Table 7 — Notations for software unit design

Methods ASIL
A B o4 D
1a |Natural language EREE ++ + e -+
1b |Informal notations IEXFS i + + +
1c |Semi-formal notations ¥ E=XFS ++ Py ++
1d |Formal notations EX#S + 5 3
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Table 8 — Design principles for software unit design and implementation

ASIL
Methods
EFEFANRHFAE - MTAODN—ANEDOX A B C D

1a |One entry and one exit point in subprograms and functions? ++ ++ ++ ++
1b | No dynamic objects or variables, or else online test during their creationa® + ++ ++ ++

———— - , BIER BT REDFTHEREERE, HPHFWR
1c |Initialization of variables Z & #]45{k ++ ++ ++ ++
1d | No multiple use of variable names? EEZREFHHEELZ + ++ ++ ++
1e | Avoid global variables or else justify their usage?® E &£ BEEHA = + + ++ ++
1f | Limited use of pointers? FR7! (£ 75 # o + + ++
1g | No implicit type conversionsdd ZFEEXELFHR + Fre g o
1h  |No hidden data flow or control flow¢ &7 £ b2 89 ST#E M sz 5l + ++ -+ 4+
1i | No unconditional jumpsabc &% T4 f+ 2t # ot s = S
1j |No recursions #F /3 + + -+ 4
a8 Methods 1a, 1b, 1d, 1e, 1f, 1g and 1i may not be applicable for graphical modelling notations used in model-based developmen

FiZla, 1b, 1d, le, 1f, leMliRLEATEFRENFRFEAGBRLRERS
b Methods 1g and 1i are not applicable in assembler programming. FiElgH1I#AERTF) Eﬁ%‘fi B .
€ Methods 1h and 1i reduce the potential for modelling data flow and control flow through jumps or global variables.
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Table 9 — Methods for the verification of software unit design and implementation

Methods e

A B C D
1a |Walk-through? Ei% - + o o
1b |Inspection® ¥ + ++ ++ ++
1c | Semi-formal verification ¥ EX3iE + + ++ -+
1d |Formal verification ER¥IE ° ° + +
1e | Control flow analysisb¢ = &5 1 + + ++ | ++
1f | Data flow analysisb® SU#E 1 + + -+ s
1g |Static code analysis B&ERBEI T & | ++ |
1h |Semantic code analysis? B 17 + + + 5

2 In the case of model-based software development the software unit specification design and implementation can be verified at the
model level. ZEFREMKMGHFROINAT, KL TAR R THLATUERTIGETRE

b Methods 1e and 1f can be applied at the source code level. These methods are applicable both to manual code development and
to model-based development. 5iZ1eM IOl UZERRBATH., XEFZREFFHIRBARLESFEEGOFR

€ Methods 1e and 1f can be part of methods 1d, 1g or 1h. 77 = 1efI1fo] LR T iZ1d, 1 1h&I—# 5.
d 71‘.: lhmﬂ ERZEROTEANBSERTHTE kﬁaé']s‘d?éﬁﬁ; A, BHLERBFOHRITERS

Method 1h is used for mathematical analysis of source code by use of an abstract representation of possible values for the
variables. For this it is not necessary to translate and execute the source code.
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Table 10 — Methods for software unit testing

Methods ol
A B o D
1a |Requirements-based test? T & KATH ++ ++ -+ -+
1b |Interface test & O o -+ g o
1c | Faultinjection testt EUEEAM K + + * ++
1d | Resource usage test¢ # &% &R + + + ++
1e |Back-to-back comparison test between model and code, if applicabled + + ++ ++

RO AL, EEAMRDZEHEFRTR

K
8 The software requirements at the unit level are the basis for this requirements-based test.

b This includes injection of arbitrary faults (e.g. by corrupting values of variables, by introducing code mutations, or by corrupting
values of CPU registers).

€ Some aspects of the resource usage test can only be evaluated properly when the software unit tests are executed on the target

hardware or if the emulator for the target processor supports resource usage tests.

d  This method requires a model that can simulate the functionality of the software units. Here, the model and code are stimulated in
the same way and results compared with each other.
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Table 11 — Methods for deriving test cases for software unit testing

Methods Ak
A B o D
1a | Analysis of requirements Rt ++ ++ ++ ++
1b | Generation and analysis of equivalence classes? % fir &£ 1f - s ++ ++
1c | Analysis of boundary values? i 5*{& 7t + o + S
1d | Error guessing® & + + = 5

a4 Equivalence classes can be identified based on the division of inputs and outputs, such that a representative test value can be
selected for each class.

b This method applies to interfaces, values approaching and crossing the boundaries and out of range values.

€ Error guessing tests can be based on data collected through a “lessons learned” process and expert judgment.
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Table 12 — Structural coverage metrics at the software unit level

ASIL
Methods
A B C D
1a |Statement coverage A E = -+ | 4+ 2 =
1b |Branch coverage #XEZE + + g _—
1c |MC/DC (Modified Condition/Decision Coverage) BEXEH/HERE + + + ++
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Table 13 — Methods for software integration testing

Methods ASIL
A B C D
1a |Requirements-based test?® T & K& ++ ++ ++ ++
1b |Interface test #ZE DO v ++ e +
1c | Fault injection test® #HEE AR + + S -+
1d | Resource usage testcd EIE{EAH TR I AR 5D (8] 69 X HO LR + + + ++
1e | Back-to-back comparison test between model and code, if applicable® + + ++ ++

a8  The software requirements at the architectural level are the basis for this requirements-based test.
b This includes injection of arbitrary faults in order to test safety mechanisms (e.g. by corrupting software or hardware components).

€ To ensure the fulfilment of requirements influenced by the hardware architectural design with sufficient tolerance, properties such
as average and maximum processor performance, minimum or maximum execution times, storage usage (e.g. RAM for stack and heap,
ROM for program and data) and the bandwidth of communication links (e.g. data buses) have to be determined.

d  Some aspects of the resource usage test can only be evaluated properly when the software integration tests are executed on the
target hardware or if the emulator for the target processor supports resource usage tests.

€ This method requires a model that can simulate the functionality of the software components. Here, the model and code
stimulated in the same way and results compared with each other.
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Table 14 — Methods for deriving test cases for software integration testing

ASIL
Methods
A B (o D
1a |Analysis of requirements X7 1 ++ ++ + ++
1b | Generation and analysis of equivalence classes? % fir 3= £ 4 if + ++ . ++
1c | Analysis of boundary values? i 5+1& 47 + ++ ++ ++
1d | Error guessing® # T : - = R

a8 Equivalence classes can be identified based on the division of inputs and outputs, such that a representative test value can be

selected for each class.

b This method applies to parameters or variables, values approaching and crossing the boundaries and out of range values.

c

Error guessing tests can be based on data collected through a “lessons leamed” process and expert judgment.
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Table 15 — Structural coverage metrics at the software architectural level
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Table 16 — Test environments for conducting the software safety requirements verification
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A B C D
1a |Hardware-in-the-loop 5% {733k + + ++ ++
1b | Electronic control unit network environments? ECURI 223735 ++ ++ ++ ++
1c |Vehicles ¥ ++ ++ ++ o
a8 Examples include test benches partially or fully integrating the electrical systems of a vehicle, “lab-cars” or “mule” vehicles, and
“rest of the bus” simulations.
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Table 1 — Specifying safety requirements
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Table 2 — Methods for the verification of safety requirements
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Methods " - " 5
1a | Verification by walk-through E 3£ 26 41F P 3
1b | Verification by inspection £ 15 45 iF + ++ ++ ++
1c | Semi-formal verification® £ TF =X 38 iF + + ++ | ++
1d | Formal verification  TF =28 fF o + + +
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Table 6 — Qualification, integration and test activities to be conducted
depending on the level of hardware part or component

BATN

FEIX Rl
5 AL, £

4 BN FL e AL AR B 2 2 R

Hardware part or component

ZAEENEREMS Z2BEXBFEHEFSE ﬁé#ﬁ;@éﬁ#fﬂéﬁﬁif#éﬁ ﬁéfﬁ;‘iﬂﬁi%ﬁﬁ‘éﬂ
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'e' L 1-2
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Applicable Applicable —_— —_
(EAEE 40N
iE — Applicable Applicable =
11\35 15026262-5
AR — Applicable
KB 1502626015 Applicable? Applicable?
A
AW — Applicable

a

ISO 26262-5, depending on its level.

The hardware part or component will be integrated in accordance with ISO 26262-4, or ISO 26262-5, or both I1SO 26262-4
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ASIL Observable incident rate
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Table 9 — Limits for observable incident rate (interim period)

ASIL Observable incident rate
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